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Legal Landscape

• Understand the legal frameworks shaping 
BIT/CARE work

• Examine key case law and federal guidance
• Identify legal risks and compliance pitfalls
• Strengthen team protocols through a legal lens



Why is this important?



Why is this important?

• Legal compliance protects students, staff, and the institution
• Ensures the confidentiality, integrity, and lawful sharing of 

student information
• Prevents civil rights violations and supports disability 

inclusion
• Shields the institution from legal liability and reputational 

harm
• Establishes clear operational boundaries and decision-

making standards
• Promotes trust, accountability, and collaboration across 

campus



"An educational agency or institution may 
disclose personally identifiable information 
from an education record of a student without 
the consent of the student if the disclosure is... 
to appropriate parties in connection with an 
emergency if knowledge of the information is 
necessary to protect the health or safety of the 
student or other individuals." (34 CFR § 99.36)

FERPA





"The Privacy Rule does not apply to 
elementary or secondary schools and only 
applies to higher education institutions if 
they are not subject to FERPA." (45 CFR 
§160.103, §164.501)

HIPAA



“A public entity shall make reasonable modifications in 
policies, practices, or procedures when the 
modifications are necessary to avoid discrimination on 
the basis of disability...” (28 CFR § 35.130)

“No otherwise qualified individual with a disability in 
the United States... shall, solely by reason of her or his 
disability, be excluded from the participation in, be 
denied the benefits of, or be subjected to 
discrimination...” (Section 504 of the Rehabilitation Act, 
29 U.S.C. § 794)

ADA & Section 504





Title IX

“No person in the United States shall, 
on the basis of sex, be excluded from 
participation in, be denied the benefits of, 
or be subjected to discrimination under any 
education program or activity receiving 
Federal financial assistance.” 20 U.S.C. § 
1681(a)
 



“Institutions must issue timely 
warnings... and include policies on 
reporting and responding to sexual 
assault, domestic violence, dating 
violence, and stalking.” (34 CFR § 
668.46)

Clery Act/VAWA



Jordan (they/them), a sophomore art student, has been struggling 
socially and academically since returning from medical leave the 
prior semester. They’ve missed multiple studio classes, and their 
portfolio work is weeks behind. A concerned professor, Dr. Simms, 
received a late-night email from Jordan that read:

“I ’m sorry I  keep letting everyone down. I  know  I ’m not normal, 
and I  probably don’t belong here. Sometimes I  think it would be 
easier for everyone if I  disappeared. I  know  I ’m not supposed to 
talk about this, but it ’s just how  I  feel right now . Please don’t tell 
anyone. I ’ll be fine in the morning.”  

Case Study (Jordan)



Dr. Simms, unsure of what to do, replied with:

“Jordan, you’re not a burden. I  won’t tell anyone if you don’t want 
me to, but please hang in there. You’re incredibly talented. Try to 
sleep and maybe email me again tomorrow?”  

After a long weekend, Dr. Simms forwarded the message to the 
department chair “just in case,” and mentioned the exchange to 
another faculty member. No one contacted counseling services or 
the Dean of Students office. The BIT/CARE team found out four 
days later when a residence director raised concerns about 
Jordan’s roommate reporting that Jordan hasn’t left the room, isn’t 
eating, and may be “talking to themselves.”

Case Study (Jordan)



Case Study 2 (Ryder)

Ryder is a 21-year-old junior majoring in English who 
lives on a quiet floor in campus housing. He has no 
prior history with the BIT/CARE team and has not 
been the subject of any conduct issues or wellness 
interventions. Ryder has a documented diagnosis of 
Autism Spectrum Disorder and currently receives 
academic accommodations, including extended test 
time and a reduced-distraction testing environment. 
While his behavior is sometimes socially 
unconventional, there have been no previous reports 
indicating safety concerns or policy violations.



Case Study 2 (Ryder)
Resident Advisor:
Ryder often stands silently in common areas 
for long stretches, sometimes late at night. He 
“startles” people by showing up 
unexpectedly. Once he said:“You know , Ted 
Kaczynski was actually right about some 
things.”  He left immediately after. 

Roommate:
Ryder has been mumbling in his sleep and 
hoarding old newspapers. He keeps a 
notebook filled with what the roommate 
describes as “detailed descriptions of how 
people die in war movies.” No threats, but “it 
creeps me out.”

Faculty Member:
In class, Ryder submitted a 
short story in which a 
protagonist fantasizes about 
blowing up a laboratory. It ends 
with, “I ’d never do it, but the 
fantasy helps me sleep.”  The 
professor notes this isn’t the 
first time Ryder’s writing has 
been “dark,” but this piece felt 
different.



Case Study 2 (Ryder)
Counseling Center Staff (informal):
A student mentioned “feeling unsafe” around 
Ryder. The clinician asked the student to file a 
report, but they declined. The clinician is 
letting BIT know informally.

Hall Director:
A group of students came in 
requesting Ryder be removed 
from the residence hall. They say, 
“He gives off school shooter 
vibes.” One student says, “If 
something happens, and you all 
did nothing, we’ll sue.”

Dean of Students Office:
A parent of another resident 
called after hearing secondhand 
about Ryder’s presence and asks 
why “someone like that” is 
allowed in housing.



Campus Counsel
•The relationship with campus counsel should be collaborative, not 
adversarial or bureaucratic.

•Counsel is not there to control or override the BIT/CARE process 
but to support decision-making through a legal and risk lens.

•When integrated early, legal input can prevent avoidable mistakes, 
especially around FERPA, ADA/504, involuntary withdrawals, and 
complex conduct issues.

•BIT/CARE teams should cultivate regular, trust-based 
communication with legal counsel — invite them to a meeting once 
per semester, or schedule briefings when laws shift.



Campus Counsel

Involve Campus Counsel When…

•Facing a lawsuit or OCR/DOJ complaint risk
•Considering an involuntary withdrawal or leave
•Navigating disability accommodations or ADA/504 overlaps
•Responding to threats involving social media, bias incidents, or 
law enforcement
•Creating or updating BIT policies, protocols, or forms
•Dealing with First Amendment or protest-related referrals
•Handling cases involving parents, attorneys, or high-level 
administrators



Legal Insight/Practical Impact

•Laws and guidance shape, but don’t limit, BIT/CARE work

•Legal literacy is a shared responsibility

•Collaboration with legal counsel isn’t a last resort, it’s part of 
the process

•The stakes are high: student safety, civil rights, and 
institutional trust



Questions?





www.dprepsafety.com/feedback
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